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Abstract

Personalised interaction between political parties and the electorate has existed since the
emergence of modern elections. Nowadays, digital technology has moved the relationship
between political candidates and voters to a more advanced level. Through collecting and
analysing citizens’ personal data via digital means, politicians have the capacity to foresee
the electorate’s political behaviour, its preferences, and the choices it is inclined to make.
Such campaign strategy is known as ‘political micro-targeting’, and it has raised great
interest in academia. One may consider it a panacea for political misinformation, given
that political micro-targeting can increase the population’s participation in politics.
Nonetheless, it can be argued that this phenomenon poses a long-term threat to democracy.
Accordingly, due to the high engagement with personal data that political micro-targeting
entails, the question of its compatibility with citizens’ voting rights arises. This thesis will
explore the issue of online political micro-targeting and seek to conduct a comparative
analysis between presidential election campaigns in three European states, namely France,
Italy and the United Kingdom. Accordingly, current political micro-targeting practices in
these legal systems, and how they can influence each other, will be illustrated. An
important place will be devoted to the analysis of political micro-targeting’s interference
with the electorate’s voting rights and its regulatory framework.

I. Introduction

Elections lie at the heart of the democratic regime and form the essence of its core values.'
They give the people an opportunity to express their general will and choose those who
will govern them. Accordingly, it is through democratic elections that the government of
any democratic State obtains its legitimacy.? Through electing their representatives,
citizens have the right to hold them accountable if they do not adhere to the promised
agenda.’ The electoral procedure also encourages political parties to efficiently prepare
their programmes and respond to the will of the electorate. As a result, it is imperative that
any kind of vote-rigging during election campaigns is averted to preserve the effectiveness
of the elections.*
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Nonetheless, in recent years, electoral campaigns have been shaped and arguably
endangered by technological advancements.’ Due to the expansion of social media and the
development of new technologies (eg big data, data science), political parties can
personalise their targeting approach towards the citizens of their country and better
respond to their needs. Such progress in the field of elections brings various benefits to
society due to the customised nature of political agendas.® Indeed, the opportunity of
getting closer to an ordinary citizen through conducting a psychological analysis of the
population can result in a new type of government, which can be rightfully called ‘the
servant of the people’.” Notwithstanding the apparent benefits technology has brought to
elections, it has also contributed to an increase in the level of electoral fraud.® By predicting
citizens’ political choices and further exploiting them, political parties are interfering with
the very essence of elections. These activities are better known as online political micro-
targeting. Accordingly, by way of creating data-driven elections and simplifying vote-
rigging by political candidates, they constitute an imminent threat to the values lying at
heart of any democratic regime.’

The first trace of online political micro-targeting and its regulation can be found in
the United States. The leading case on the matter is the 2016 scandal surrounding
Cambridge Analytica and Facebook. Using the personal data of Facebook users across the
world, Cambridge Analytica facilitated personalised, online political advertisements for
US politicians and thus influenced the population’s voting choices. It must be emphasised
that the involvement of Cambridge Analytica in States’ political matters was further
discovered in Europe, particularly in the United Kingdom (hereinafter ‘the UK’).
Nowadays, online political micro-targeting has become a highly relevant topic in the world
of politics. Indeed, in many States worldwide there are a considerable number of cases in
which it interferes with electoral procedures.'’ Accordingly, due to its manipulative nature,
such campaign practices are a remarkably contentious phenomenon from the perspective
of the right to vote. However, not enough consideration has yet been given to this facet of
online political micro-targeting.

This thesis will therefore examine to what extent online political micro-targeting in
Europe interferes with the electorate’s voting rights. It will conduct a comparative analysis
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of three European States, namely France, Italy and the UK, and seek to illustrate how
online political micro-targeting is regulated in these legal systems. Moreover, it will
contrast this campaign strategy with the citizens’ right to vote and show which threats and
promises online political micro-targeting brings to this right. Importantly, this thesis will
advocate for regulating online political micro-targeting instead of completely prohibiting
it. It finds that due to the vast array of benefits it can have on political systems, online
political micro-targeting can substantively contribute to fighting political misinformation.

This thesis will be divided into three chapters. In the first chapter, the reader will be
presented with a theoretical background to online political micro-targeting and related
incidents in the three above-mentioned States. Particularly, the hacking attack on
Emmanuel Macron during the French presidential elections of 2017 will be explained.
Moreover, Matteo Salvini and Luigi Di Maio’s activities on Facebook will be analysed as
providing a way for both candidates to win their seats in the Italian parliament during the
Italian parliamentary elections of 2018. Lastly, online political micro-targeting conducted
by the British Conservative party during the UK general election of 2019 will be discussed.
In the second chapter, this thesis will elaborate on the scope of the right to vote and how
it 1s protected by international, European and national legal systems. Moreover, the
algorithms behind the drafting of online political micro-targeting strategies will be
explained. The third chapter will elaborate on the issue which lies at the heart of this
research, namely the interference of online political micro-targeting with the right to vote.
It will discuss particular examples of how these campaign practices are endangering the
right to vote and the possible consequences for democracy. Nonetheless, this chapter will
also attempt to shed light on the positive side of online political micro-targeting and
criticise its complete banning. It will seek to present the reader with a possible regulatory
framework on online political micro-targeting and define the main actors responsible for
its development.

I1. Online Political Micro-Targeting: A Theoretical Background

A. General Overview: Modern Politics Shaped by ICT

Electoral procedure fundamentally contributes to a government's democratic legitimacy
and its claim to govern.'! Consequently, from the emergence of elections, politicians have
been seeking to reach the electorate through the various channels available to them.'? For
instance, before the social media era, politicians mainly sold their agenda via radio,
television and newspapers. Moreover, political pronouncements in front of citizens were
often made in order to create bonds with a certain candidate and gain the population’s
loyalty."® The crucial political role played by churches also should not be underestimated.'
It was very common for a political candidate to seek endorsement from the priests of the
church of the region whose confidence he wanted to earn.'® Lastly, the appearance of a
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candidate was of highest importance.'® Even today, the way they dress, their family affairs
and other activities outside the political realm (e.g. charity and volunteering) play major
roles in the politician’s personal branding.

Accordingly, it is apparent that political leaders around the globe have always
sought to interact closely with the population to win their trust and further ensure that the
citizens’ voice is heard. Therefore, it is not entirely correct to assume that political micro-
targeting is a completely new phenomenon, exclusively known to the modern
community.'” However, Information and Communication Technology (hereinafter ‘ICT")
and, more importantly, social media, undoubtedly had a crucial impact on how politicians
can interact with the electorate. These methods have more of a mass-targeting nature,
rather than being a personal communication between an individual citizen and a political
candidate. It i1s apparent, however, how Twitter and Facebook shaped political
campaigning, which is now characterised by suspiciously highly-individualised political
advertisements online. Here, the notion of online political micro-targeting came into
existence. Through collecting personal data and other information about citizens, political
candidates can conduct psychological analysis on the population and anticipate citizens’
political views and choices.'® Politicians will further use this information to adapt their
campaign programs to target a specific group of people within the electorate.

Therefore, it can be observed that modern politics experienced a shift from mass-
targeting to more concrete and individualised interactions.' Two core factors can explain
such an alteration. The first is an increase in the general standard of living of the
population, as well as continued peace and security.?® Indeed, online political micro-
targeting is more widespread in more developed countries, such as the United States and
European States, whereas politicians in less developed countries still use a more
generalised approach to the electorate, bringing together citizens’ core concerns and
promising to solve problems such as hunger and poverty. Secondly, modern technologies
have made the process of storing, processing and sharing citizens’ personal data much
faster and significantly cheaper for political parties.”! Hence, it further encourages them to
invest in data science research and develop closer links between candidates and electors.

Nonetheless, the question still lying at the heart of political micro-targeting is to
what extent it misguides citizens and whether more individualised relations between the
government and the population are necessarily harmful. Apparently, while identifying
targeted groups for self-advertising, politicians examine the people’s needs, the problems
they are experiencing and possible solutions.”” Modern technology, with all its potential,
can drastically simplify this research and allow the government to create more effective
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and practical policies. Moreover, online political micro-targeting represents an added value
because it may give citizens the impression of a closer connection with a candidate which
was often missing in the past elections.” Indeed, earlier in the history of politics, citizens
saw politicians as a distinct, elite class, often unreachable and somehow superior.
However, modern social media bought political candidates closer to ordinary citizens and
made their communication with the public more informal. Additionally, online political
micro-targeting can result in a higher election turnout,? thus in more voices being heard
and the government representing the general will of the citizens in a fairer manner.
Therefore, online political micro-targeting, if not misused, can strengthen the effectiveness
of the citizens’ political representation in State affairs.

However, it is conspicuous that online political micro-targeting also brought about
numerous adverse consequences.” For instance, due to the very nature of the online
activities political micro-targeting entails, it is inevitably intrusive from a personal data
protection perspective. The scandal revolving around Facebook and Cambridge Analytica
perfectly illustrates this statement.”® The extraction of individual behavioural patterns
among the electorate is achieved by obtaining the citizens’ personal data without their prior
consent.?”” It brings up the phenomenon known as ‘dataveillance’: a concept encompassing
the process of collecting all online activities of the population, storing them and, when
necessary, allowing third parties to use them.?® Another equally crucial matter concerning
online political micro-targeting is its undemocratic nature. Indeed, such aftereffects as mass
manipulation by political leaders and data-driven elections create justifiable concerns from
the perspective of a citizen’s right to vote.” This is the dimension of online political micro-
targeting that this thesis will further focus on. The following sections of this chapter will
describe online political micro-targeting practices in France, Italy and the UK and give the
reader valuable insights on the place of this phenomenon within their legal and political
systems.

B. The French Legal System: #MacronLeaks

It 1s important to note that French law forbids any kind of individual political micro-
targeting during election campaigns, including online campaigns.’® However, it is often a
matter of interpretation when it comes to defining the individual nature of micro-targeting
activities in the French legal system. The case of the 2017 French presidential elections
sparked the interest of society after the hacking attack on Emmanuel Macron’s email as an
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attempt to meddle with the campaign and destabilise his position in the eyes of French
citizens and the global community.”® Various controversies had already appeared
surrounding Macron’s candidacy during runoff elections, such as monetary fraud and vote-
rigging.* The actual data leak happened at the last minute before the election silence and,
unsurprisingly, spread widely via Internet.>® This leaked information included personal
emails and other crucial documentation of Macron and his closest campaign team-
members. The WikiLeaks website made this data internationally available,* thus creating
a huge scandal around Macron’s candidacy.

Although this attempt to hinder Macron’s campaign failed, the hacking attack
unveiled crucial information on Macron’s campaign organisation. Firstly, it reaffirmed
that the current French president used online political micro-targeting during his door-to-
door campaign ‘La Grande Marche’.*® Here, political views of French citizens were
collected and further analysed by a digital platform designed by the company Liegey
Muller Pons.* In this way, Macron’s team collected valuable information on the French
electorate for the purpose of developing more personalised content for Macron’s political
advertisements. The French National Commission on Informatics and Liberty, the
primary authority responsible for all issues related to data privacy, had earlier prohibited
any type of individual micro-targeting during elections.’” Nonetheless, Macron’s strategy
was designed in a manner which allowed it to bypass this requirement.*® Accordingly,
instead of individually profiling French citizens, he worked on a broader scale, analysing
every French region and the political opinions shared by all of its inhabitants. However, it
is arguable that such an approach still resembles online political micro-targeting in its
nature. Indeed, regardless of this more generalised political profiling, Macron’s team was
collecting the population’s personal data and further using it to manipulate, even
indirectly, its political choices.

C. The Italian Legal System: 2018 Parliamentary Elections and Facebook

Contrary to the French case, the Italian legislation does not provide for any legal
framework on online campaign regulations.” Hence, the general elections of 2018 were
fraught with online political advertisements. Two leaders of populist parties, Matteo
Salvini and Luigi Di Maio, had actively used Facebook for their political campaign and,
consequently, both won seats in the Italian parliament.*® Even though there was no official
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proof that online political micro-targeting was employed by either Salvini’s League Party
or Di Maio’s Five Star Party, the very nature of these campaign activities raised multiple
concerns in relation thereto.

Firstly, it must be reiterated that both parties, particularly Salvini’s League, actively
used Facebook in order to get closer to the electorate.*! The messages they sought to deliver
to voters were targeted towards groups who were more supportive of nationalist
movementsand thus encouraged them to vote for Salvini.* Moreover, it became apparent
that the League was clearly dominating Facebook traffic and had the opportunity to build
a more individualised relationship with the electorate.*’ As was further observed, this
approach led to a situation whereby Italian citizens tended to rely on information provided
via social media more than any other source.* It also allowed the League to bypass the
mainstream media and exercise better control over the Italian electorate.*

Secondly, the structure and activities of the Five Star Party generated unease
regarding online micro-targeting.*® This party is headquartered exclusively on the Internet
and has its own advanced online political platform.*’ All its members perform their
political activities entirely online and, by expressing their political views and opinions via
this platform, give the Five Star adequate information on the political choices they are
inclined to make.*® Hence, by knowing exactly what the electorate wanted, Di Maio was
able to deliver personalised messages and customised promises to the Italian people.®
Regardless of the tension surrounding online micro-targeting activities, both parties
successfully won their seats in the Italian parliament.*

D. The British Legal System: Brexit-Driven Elections of 2019

The UK General Elections of 2019 can be rightfully called Brexit-driven. Debates on Brexit
were spread over the Internet and propaganda flourished on social media from the first day
the Brexit discussions started. In the British legal system, the 2003 Communications Act
limits paid political advertisements solely to TV, radio and newspapers.’! However, it does
not cover online advertisements.’? Hence, when the Brexit referendum took place in 2016,
an immense online UK-leave advertisement campaign targeting specific citizens’ groups
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was observed.”® Moreover, the Conservative party already employed online political
micro-targeting in order to win the General Elections of 2015.>* Thus, a previously created
comprehensive database of voters’ preferences was re-used as a means to push the Brexit
agenda. The Conservative party invested a great amount of resources into creating and
spreading pro-Brexit propaganda on social media and presenting the idea of Brexit from
an individualised perspective to every UK citizen. Arguably, many people were therefore
misinformed about Brexit, and their vote influenced by misguided reasoning, resulting in
a lack of understanding of the possible consequences of Brexit for the UK.” It can therefore
be argued that, from the very beginning, the whole Brexit debate was largely guided by
online political micro-targeting.*®

Additionally, the population’s opinion on the UK leaving the EU was constantly
shaped in this way even after the referendum took place in 2016.”” For the Conservatives,
it was crucial to maintain the population’s pro-Brexit attitude in order to win the upcoming
parliamentary election. Unsurprisingly, when the 2019 UK general elections took place,
they were again accompanied by millions of personalised advertisements and online Brexit
propaganda.’® Resultantly, the Conservative party won the Brexit-led elections and Boris
Johnson became UK’s Prime Minister. As correctly stated by various scholars, online
political micro-targeting once more played a crucial role in promoting a pro-Brexit attitude
and closed this chapter on the future of the EU-UK relationship.*

III. Diving Deeper: From Theory to Practice

A. Right to Vote: Definition, Scope and Limitations

The main research focus of this paper is the interplay between online political micro-
targeting and the right to vote. This right, otherwise known as active suffrage, is a
centrepiece of any democracy as it secures that the voices and opinions of all citizens will
be heard.®® The nature of this right is complex and raises questions relating to the scope of
the right to vote and any legally acceptable grounds for its restriction. Finding the answer
to these questions and unpacking the nature of the right to vote is crucial in order to
properly evaluate how it is affected by online political micro-targeting.
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The two core legally-binding international documents which heavily influenced the
French, Italian and British understandings of the right to vote are the European
Convention on Human Rights (hereinafter ‘ECHR’) and the International Covenant on
Civil and Political Rights (hereinafter ‘ICCPR’).%! Firstly, Protocol No.1 to the ECHR
emphasises that all people, regardless of their personal characteristics, should freely express
their opinion regarding their choice of legislator.®> The ICCPR has a broader scope,
covering not only the legislator, but also the executive and other administrative bodies.
Additionally, both conventions require the abolition of arbitrary restrictions upon the
enjoyment of the right to vote and that the secrecy of the voting procedure is ensured.®
Secondly, the right to vote is relevant to the analysis of another right recognised by the
ECHR and the ICCPR: the right to free and fair elections. Indeed, it is imperative that the
electorate casts their vote from their own free will, without any sort of manipulation or
coercion. On that matter, the European Court of Human Rights (hereinafter ‘ECtHR’)
established the presumption of the right to vote being included in the legal system of any
democratic State.®* Additionally, the Human Rights Committee argues that the existence
of free active suffrage is an imperative condition for elections to be considered valid.®®

When it comes to limitations to the right to vote, the ECHR and ICCPR agree that
the right is not absolute. Any restrictions, however, should be proportionate, objective and
not arbitrary.®® Hence, limitations on such bases as sex, race, sexual orientation and
physical capabilities are prohibited. The first acceptable basis for limitation to be discussed
1s nationality. The right to vote i1s usually applicable exclusively to the citizens of a
particular State. The citizenship aspect is emphasised by the ICCPR, where the term
‘citizen’ is explicitly used in the Covenant and its General Comment 25.9” Nonetheless,
this argument has been challenged after the introduction of the EU citizenship.
Accordingly, the Treaty on the Functioning of the European Union and the EU Directive
94/80 allow foreign nationals of one Member State, legally residing on the territory of
another Member State, to vote during its local and municipal elections.®® This broader
application of the right to vote is in line with the ECHR’s wording, wherein it uses the term
‘people’.” The second acceptable limitation of the right to vote is the voter’s autonomy. It
prescribes that only an individual who can autonomously make clear, rational and
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weighted decisions should be allowed to vote. Hence, votes from the people whose
autonomy is not asserted cannot be considered valid and elections based on such votes are
invalidated.” Importantly, according to the ECHR and the ICCPR, the rationale behind
the assessment of a person’s autonomy should not be unreasonably discriminatory and
should not result in the arbitrary exclusion of an entire group.”' Resultantly, the autonomy
criterion, currently common to all European States, mainly covers a person’s age and
mental health. For instance, the French, Italian and British legal systems extend the right
to vote only to citizens who have reached the age of majority and limit the voting rights of
those whose mental sanity can reasonably be questioned.” The third acceptable limitation
is when a person loses their voting rights as a punishment for a committed crime. In such
a case, the ICCPR and the ECHR prescribe that the duration of this deprivation should be
proportionate to the offence. Importantly, both conventions and the ECtHR’s case law
state that mere imprisonment does not automatically deprive a person form his right to
vote, unless this deprivation was a part of the punishment itself.”

Nowadays, the right to active suffrage in France, Italy and the UK implies that each
citizen who has reached the age of majority should be able to freely vote for the candidate
they find suitable to represent their interests.”* Additionally, these States believe that, for
the right to vote to be successfully exercised by their citizens, the elections themselves must
be transparent.” This requirement, being one of the principles of good governance,’® allows
citizens to freely choose their representatives and hold them accountable for non-fulfilment
of their duties.”” It is also apparent that France, Italy and the UK recognise the importance
of the right to vote to the electoral process. Indeed, they refrain from creating any
unnecessary burdens on the exercise of this right and attempt to further protect its
enjoyment. Accordingly, they control the amount of pressure exercised by politicians on
the population’s voting decisions by enacting statutes regulating political parties’ campaign
advertisements and ensuring the transparency of the electoral process.”” However, as
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illustrated in the previous chapter, such laws are inadequate when it comes to successfully
tackling online campaign activities,” thus creating a necessity for the scrutiny of online
political micro-targeting.

B. Behind the Scenes: Technologies Explained

As illustrated in the previous chapter, political leaders in France, Italy and the UK collected
citizens’ personal data and analysed this in order to identify trends in their behaviour.
Importantly, this process, known as data-mining,® greatly assisted politicians in
influencing the outcome of elections. Nonetheless, before discussing the compatibility of
such activities with the right to vote, it is necessary to understand the algorithms behind
online political micro-targeting. Hence, this section will seek to explain how French,
Italian and British politicians draft their campaign strategies and the research methods they
tend to use while preparing online political micro-targeting.

The logic behind the preliminary demographic categorisation of citizens often
depends on the electoral system of the State.®’ Hence, it can happen that there is no need
for one candidate to analyse the entire population’s personal data and that it will suffice to
focus on only one particular societal group. Undoubtedly, this significantly simplifies the
design of online political micro-targeting, as it makes a clearer preliminary division of
citizens and reduces the volume of data to be processed. For example, in the French ‘Two
Round’ system and the British ‘First Past the Post’ system,®* the initial focus of Macron’s
and the UK Conservatives’ data-mining was directed towards the citizens of a particular
region (in France) or constituency (in the UK).®* On the contrary, the Italian ‘Proportionate
Representation’ system would require Salvini and Di Maio to conduct data-mining of the
entire population and individually target each voter.** Moreover, there are other factors
shaping this segmentation methodology that are worth mentioning. Here, three crucial
concepts have to be discussed, namely data science, big data and trade of data. They
appeared together with power upgrade of databases and, undoubtedly, are inherently
connected to online political micro-targeting.

One must emphasise that any online political micro-targeting includes several
preparation procedures.® Firstly, data must be collected and analysed. At this stage, data
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2019) 14.
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science comes into play. As defined by the Cambridge Dictionary, this is ‘the use of
scientific methods to obtain useful information from computer data, especially large
amounts of data’.* This multidisciplinary field appeared in the early 60s and gradually
evolved hand in hand with data-processing technologies.®” It includes such areas as data
analytics, artificial intelligence, data mining, and machine learning. Modern data science
structures and studies citizens’ data, allowing political parties to improve the population’s
profiling, make more concrete predictions of voters’ decisions and efficiently manipulate
the outcome of elections. Importantly, when it comes to constructing behavioural models
of the electorate and creating personalised political messages, politicians often resort to a
linear regression statistical analysis.*® This data science method helps political candidates
predict how the electorate will react to changes in the substance and presentation of their
agendas, taking into account the personal characteristics of each voter. For instance, during
the 2019 UK general elections, the Conservatives resorted to this technique in order to
prepare and strategically spread individualised Brexit propaganda.’* They categorised
citizens into groups based on their individual interests, financial and educational
background, sexual orientation, age, race and sex to better understand the rationale behind
their opinion on Brexit and successfully manipulate it.

Secondly, it is apparent that gathering and processing data from the entire
population of a State requires an advanced technology, a procedure in which the big data
phenomenon plays a crucial role. Big data cannot be stored and analysed via ordinary
technological means and possesses five main characteristics: volume, variety, velocity,
veracity, and value.”® Accordingly, big data technology allows a large quantity of citizens’
data to be collected, efficiently stored and rapidly processed by political leaders. An
example of big data use can be the gathering by the League and Five Star parties of personal
information about all Italian-national Facebook users eligible to vote during the 2018
Italian parliamentary elections. Furthermore, from this data it would be possible to extract
the data concerning Italian citizens supporting Salvini and Di Maio’s populist views.”
Importantly, it must be reiterated that there was no official evidence supporting the idea
that these two candidates did resort to online political micro-targeting in their campaigns.
Nonetheless, the considerable amount of their Facebook advertisements and the colossal
reach they had during the 2018 Italian general elections demonstrate the recourse to big
data technologies.

Additionally, online political micro-targeting often requires an exchange of
personal data between political parties and different private companies (eg Facebook and

8 Cambridge Dictionary, ‘Data Science’ (Cambridge Dictionary, 2020)

<dictionary.cambridge.org/dictionary/english/data-science> accessed 22 April 2020.
87 Gil Press, 'A Very Short History Of Data Science’ (Forbes, 28 May 2013)
<forbes.com/sites/gilpress/2013/05/28/a-very-short-history-of-data-science/#4b095a8655cf> accessed
22 April 2020.
8 David W Nickerson and Todd Rogers, ‘Political Campaigns and Big Data’ (2013) HKS Working Paper
No. RWP13-045, 12 <papers.ssrn.com/sol3/papers.cfm?abstract_id=2354474> accessed 22 April 2020.
Eleonora Alabresea and others, “Who voted for Brexit? Individual and regional data combined’ (2019)
56 European Journal of Political Economy 132, 133.
It is necessary to further explain these characteristics. Firstly, the volume aspect of big data refers to the
quantity of stored data. Secondly, the variety aspect of big data describes the nature and diversity of this
data. Thirdly, big data’s veracity shows the quality of gathered data and its value. Fourthly, the value
aspect describes the extent of the usefulness of the data and its potential to assist the researchers in the
performance of their task. Lastly, the velocity of big data illustrates the speed of the generation and
processing of the data; see Youssra Riahi and Sara Riahi, 'Big Data and Big Data Analytics: Concepts,
Types and Technologies’ (2018) 5(9) International Journal of Research and Engineering 524, 525.
1 Kalia, Barr and Giuffrida (n 40).

89

90



Political Micro-Targeting in Europe: A Panacea for the Citizens’ Political
Misinformation or the New Evil for Voting Rights 81

mobile service providers).”” Indeed, politicians must have a reliable source of voters’
personal information and, unlike La Grande Marche, they are not always able to find it on
their own. As clearly illustrated by the Cambridge Analytica scandal, citizen-profiling
often involves other private entities who are already in possession of the required
information. It must be emphasised that exchange of data was also drastically simplified
by big data technologies, as the latter made the transfer of large volumes of data much
faster and cheaper for the parties concerned. Resultantly, it can even take the form of
outsourcing activities, for example when political leaders officially hire a private company
entrusted with conducting research on the population’s personal data and further
developing online political micro-targeting strategies. For example, during the French
presidential elections of 2017, the aforementioned company, Liegey Muller Pons, was
accused of openly assisting Macron in profiling citizens.”

IV. Democracy Hacked and How to Deal with It

A. Data-Driven Elections vs Right to Vote: A New Challenge to Democracy?

There is no doubt that the right to vote is affected by online political micro-targeting,
regardless of the seemingly extensive legal framework protecting it. Indeed, the algorithms
and manipulative techniques behind these campaign practices endanger various aspects of
the right to vote and threaten citizens’ enjoyment thereof.”* Consequently, the very essence
of free elections is undermined, leading to the dismantlement of the democratic regime.
This section will discuss the two primary ways in which online political micro-targeting is
interfering with the right to vote and the major consequences of this intrusion.

As illustrated in the previous chapter, new technologies simplified the access of
political parties to information about the electorate and allowed them to abuse this
knowledge for their own benefit. Today, via predictive algorithms involved in online
political micro-targeting, politicians can foresee how an individual will react to particular
information in their agendas. Therefore, they can individualise their campaign promises
and influence, and eventually manipulate, citizens’ free will when it comes to making
cognitive voting decisions. Consequently, the phenomenon of data-driven elections occurs
and is characterised by two major consequences:” firstly, peoples’ engagement in a State’s
political affairs can be predicted, controlled and changed according to a party’s interests.”
For instance, this was successfully done by Salvini and Di Maio via the online targeting of
people with populist views and actively encouraging and pushing them to vote.
Accordingly, the 2018 Italian general elections had a huge participation rate of citizens
supporting the nationalistic views of the League and Five Star.’” Similarly, the UK
Conservative Party successfully suppressed voter turnout for the Labour Party during the
2019 UK general elections, but meanwhile strongly encouraged pro-Brexit citizens to make
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their voices heard.”® Hence, politicians promulgate political polarisation® by blocking the
activities of those who can jeopardise their party’s success and by actively stimulating
others supporting their agenda to vote.'® Similarly, political leaders can exclude an entire
societal group from political participation.'”! For instance, people who are politically
inactive or those whose involvement will not have any substantive impact on the party’s
victory are often ignored for cost-efficiency reasons.'”* Additionally, there may be issues of
underrepresentation of some social groups through the suppression of political parties that
cannot afford or are not willing to resort to online political micro-targeting during their
campaign. This occurred in Italy, where the League dislodged many of its opponents who
were not producing enough advertisements on Facebook.'” Lastly, as argued by the
European Commission, online political micro-targeting lacks transparency when it comes
to segmentation of the population.'™

Secondly, online political micro-targeting frequently involves the spreading of fake
news and disinformation.!® Thus, by manipulating people into blindly believing
information on social media, politicians attempt to ensure that citizens will be biased and
base their decisions on facts that turn out to be wrong, but beneficial for the party. This
was clearly illustrated by Macron’s email hacking. An unknown attacker revealed a lot of
controversial information about the current French president in an attempt to undermine
his reputation both in France and internationally.'® Therefore, based on what was
displayed on social media, many French citizens were indirectly forced to change the party
they supported, even though it could contradict their political beliefs. Misinformation can
also occur as a direct consequence of how political candidates brand themselves and their
programmes for different societal groups or regions.'” For instance, the Conservatives
presented their Brexit agenda from one perspective in Beckenham and from a slightly
different other in Aberconwy, but in the end both constituencies voted for the Conservative
candidates.'® Moreover, in its Brexit agenda, the Conservatives intentionally focused the
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discussion on matters many people thought were endangered by the EU,'® such as national
identity and UK sovereignty. However, it is apparent that the negative consequences
following Brexit, such as the loss of EU citizenship, were intentionally underestimated.
This example clearly demonstrates how online political micro-targeting identifies issues
individual citizens are concerned about and filters them in a manner that allows politicians
to display only information that is potentially beneficial to their political party. On the
contrary, matters equally crucial to citizens, but which, under normal circumstances,
would negatively influence the outcome of the elections, will be hidden or refashioned into
trivial information.

Consequently, such usage of online political micro-targeting unravels the
enjoyment of a citizen’s right to vote. Firstly, due to its dissimulated and non-transparent
character, online political micro-targeting causes information asymmetry between
politicians and voters.''? Ordinary citizens are not aware of how online political micro-
targeting operates or of possible means to protect themselves from its influence. Not having
the same level of access to such information additionally increases the magnitude of the
knowledge gap between voters and political parties. Therefore, without being acquainted
with when and how its personal data are used, the electorate becomes vulnerable to
manipulation and cannot ‘self-legislate’ on the protection of its right to vote.'!! Politicians,
by contrast, can more easily ignore the interference with the right to vote in their campaign
activities and avoid being held accountable for their undemocratic actions.''? This situation
further results in non-discrimination and transparency requirements being violated, as
politicians can secretly choose which societal groups they want to encourage to vote and
whose voting capacity they will suppress.'”® Voters, however, do not know under which
logic they are being targeted. Thus, universal and equal active suffrage transforms into a
right to vote indirectly granted by political leaders to citizens on a strategic and concealed
basis. Lastly, such campaign practices are endangering citizens’ autonomy and creating
reasonable concerns regarding their rational decision-making capacities.''* Online political
micro-targeting makes people’s voting decisions disproportionately dependent on, and
shaped by, the information displayed by politicians on social media.'"> Resultantly, it is
arguable that votes cast under the influence of online political micro-targeting cannot be
considered valid. Moreover, elections won primarily by votes acquired through online
political micro-targeting should also be invalidated.''°

B. To Forbid, or Not to Forbid, That is the Question
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The regulatory matters around online political micro-targeting from the perspective of the
right to vote are highly complex. As specified in the previous chapters, neither Italy nor
the UK have a concrete legal framework on online campaign activities and French law has
a very limited scope regarding individual political targeting. The absence of case law on
the link between online political micro-targeting and the right to vote makes this topic even
more ambiguous.''” Resultantly, the perpetual debate regarding further control
mechanisms is ongoing. On the one hand, there are those advocating for a complete ban
of online political micro-targeting. On the other hand, others are searching for an
efficacious legal framework that would allow the employment of these campaign practices
for society’s benefit. This section will criticise the former school of thought and attempt to
discuss possible ways of regulating online political micro-targeting.

The current attitude of the British and Italian governments towards online political
micro-targeting is largely based on the laissez-faire principle.'® A similar situation can
arguably be identified when it comes to EU law or ECtHR case law, as none of these
systems have specific rules dealing with online political micro-targeting. At the opposite
end of the spectrum, France has entirely prohibited all kinds of individual political
targeting. The latter approach was applauded by scholars and practitioners for its directness
and arguable success.!” The rationale behind banning online political micro-targeting is
straightforward. Some scholars argue that such undemocratic practices, greatly imperilling
not only the right to vote but also other fundamental rights and values, should be entirely
prohibited.'” Undoubtedly, such an approach has its advantages. For instance, it is more
time efficient, as a blanket prohibition is usually easier and faster to arrange than a more
complex regulatory system. Moreover, this proposal is more beneficial resource-wise as
there is no need to hire researchers, policy makers and academics. Lastly, online political
micro-targeting violates many other laws in addition to those related to elections and the
right to vote, such as legislation on protection of privacy and personal data.'?! Hence, it is
not a complicated task to find an appropriate legal basis in national or EU law allowing
the legislature to strike down these campaign practices. Consequently, at first glance, such
approach towards online political micro-targeting can be a workable solution.'?

Nonetheless, such an approach has clear drawbacks and is highly short-sighted.
Firstly, it can be criticised from a procedural point of view, as it is unclear by which
institution a ban of online political micro-targeting would be initiated. The legislature or
the executive would be the initial idea; however, due to lack of interest in the matter this
is highly unlikely to happen. Indeed, from the perspective of politicians who have won
elections by employing online political micro-targeting, it would be foolish to enact
legislation prohibiting it and thus diminishing their chances of getting re-elected. On the
contrary, it is more foreseeable that, in order to prevent dissatisfaction among the electorate
and to avoid scandals similar to that of Cambridge Analytica,'® legislative initiative
towards the legalisation and regulation of such campaign activities is more probable.
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Secondly, the complete prohibition of online political micro-targeting should be
criticised due to all the promises these campaign practices can bring to the right to vote.'*
Undoubtedly, modern social media plays a crucial role in the life of almost every citizen.'?
Previously, when the core channels of a political campaign were the mainstream media,
the possibility for politicians to reach every citizen in a State was highly problematic.'?® For
instance, campaign advertisements were usually placed in specific politically-oriented
journals, read exclusively by those interested in such topics.'*” Additionally, many citizens
tend to avoid broadcasting channels, deeming them full of political propaganda.'?® On the
contrary, online political micro-targeting allows political candidates to approach fringe
groups (eg via social media), and is capable of sparking a higher interest in politics within
the population. Additionally, statistics show that the French, Italian and British election
turnout is decreasing every election.'” Some scholars argue that properly administrated
online political micro-targeting can halt this decline by encouraging more people to
become interested in the political life of their State.'*

Thirdly, by providing citizens with information that is relevant to them, online
political micro-targeting can increase the level of their consciousness regarding the analysis
of political matters and render their voting decisions more weighted and substantial.
Hence, by bringing a rational kernel to the electors’ decision-making, it makes electoral
procedures more efficient and effective.'® Lastly, radio, television and newspapers are
more oriented towards a general body of citizens and usually highlight vaster problems.
However, citizens would be more interested in seeing and feeling a personalised message
from the government, targeting not only large-scale issues but also their individual
concerns. Consequently, such campaign practices mobilise more citizens to rationally
exercise their right to vote, and thus contribute to its promotion and strengthening.'*

C. The Regulatory Framework: Towards A New Era of Online Politics
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It is apparent from the previous chapter that the ECHR and the ICCPR established a
general legal framework regarding the right to vote, its protection and limitations.
However, due to the margin of appreciation and the degree of discretion given by both
conventions to their State parties,'*> France, Italy and the UK safeguard the right to vote
differently. France and Italy state it in their respective constitutions and the UK spreads it
among several acts of Parliament.”* On the one hand, the French and British legal
provisions do not provide any further explanation of what the duties of the State on that
matter are. They solely specify that the right to vote is indeed granted to citizens and what
its accepted limitations are. Consequently, this often results in uncertainties regarding the
extent of regulation of campaign activities and leaves room for discretion to the
government and courts. Contrary to these cases, the Italian Constitution does not merely
recognise the right to active suffrage, but also imposes several duties upon the government.
Accordingly, it further obliges the Italian authorities to make extra efforts to secure and
promote the enjoyment of the right to vote.'* Such an approach is decisive when it comes
to scrutiny of online political micro-targeting as it provides an explicit legal basis for a
stricter assessment of campaign activities from the perspective of the right to vote.

Unlike the right to vote itself, a comprehensive and far-reaching regulation of online
political micro-targeting is not present in any of these three States. Indeed, as explained in
the first chapter, even French law has loopholes when it comes to the prohibition thereof.'*
Hence, there is an imperative for a new approach towards online political micro-targeting.
Firstly, this regulatory scheme should involve stricter techniques to protect the universal
and equal right to vote. Courts, for instance, should be encouraged to employ higher
scrutiny towards violations of the right to vote, thus exercising a higher degree of control
over all political campaign practices which may endanger it. Moreover, where possible,
they should teleologically reinterpret the law and give old electoral concepts new meaning
and scope. However, the courts’ freedom of interpretation is limited and they may not
always interpret the law too broadly. Thus, the legislator’s input is of the highest
importance. As with the French Electoral Code,"’ Italian and British legislators should
revamp current election laws, considering the influence of ICT, and provide courts and
administrative authorities with necessary means of enforcement. Thus, alongside enlarging
the protection of the right to vote, the State will facilitate control of online political micro-
targeting. Secondly, particular focus should be given to designing new rules to take
advantage of the benefits of online political micro-targeting, but at the same time insulating
it against the abuse of power. For instance, as illustrated by the 2019 European Parliament
elections,'*® a mandatory authorisation procedure on conducting online political micro-
targeting can be established across social media. However, instead of being conducted by
the social media service itself, this procedure should be controlled by a special
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administrative authority. It may impose an obligation on any perpetrator of online political
micro-targeting to specify the exact methodology their campaign tactics will employ.'*
After their assessment, this administrative body will decide whether to allow this campaign
strategy and, in case of an affirmative response, it will exercise careful supervision over it.
Resultantly, resort to online political micro-targeting will be effectively overseen and its
abuse by political parties will be strictly curtailed.

Nevertheless, a mere governmental response is insufficient. Political participation
and the enhancement of the right to vote are directly connected to citizens’ education.'®
Hence, it is equally imperative to empower the population by providing citizens with
necessary knowledge about the involvement of technology in politics."! A particular
emphasis should be given to making elections more transparent and enhancing people's
access to literacy.'* Indeed, it is arguable that the success of online political micro-targeting
In citizen manipulation occurred due to the fact that the vast majority of the population
was not informed about the existence of this issue. The deficiency of a general citizen’s
ICT knowledge further made people highly vulnerable to external control though social
media.'* Consequently, citizens should have open access to necessary information about
online political micro-targeting, the algorithms behind it and how it impacts their voting
rights. This information should be presented to them in a clear and understandable
manner.'* Thus, it should include an explanation of the scope of the right to vote and its
connection to other fundamental rights. Citizens must also know how the right to vote is
shaped by ICT and the modern means of its protection and enforcement.'** Lastly, people
should be aware of precautionary measures that can be taken independently to safeguard
their right to vote from this modern hazard. Resultantly, such empowerment of the
population will lead to two important outcomes. Firstly, a significant decrease of the
information asymmetry between political candidates and the electorate will be achieved.'*
Secondly, this change will further lead to a higher accountability of the government for
possible manipulations, for neglecting their campaign promises and making their actions
more people-oriented.'*’

V. Conclusion
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Technological advancement has undoubtedly shaped the international community and the
world of politics is not an exception. As illustrated by this thesis, ICT has remarkably
influenced the way politics are conducted and brought communication between citizens
and political candidates to a completely new level. Due to the development of data-
processing systems, society has encountered the phenomenon of online political micro-
targeting. It has allowed politicians to closely interact with the electorate and to adapt their
agendas to the citizens’ needs and wants. Being a highly controversial topic, it has sparked
discussion among legal practitioners and academics regarding the promise and threats
these campaign practices have for democracy and its values.

This work has focused on the analysis of three European States where online
political micro-targeting presumably took place during the latest elections, namely France,
Italy and the UK. All three States have shown completely different types of online political
micro-targeting due to the differences in their electoral and legal systems. However, they
encountered one common consequence: the profiling of the electorate by political parties
for the purposes of manipulation. Importantly, such an act of electoral fraud was facilitated
from the perspectives of cost and time efficiency by other crucial factors, namely data
science, big data and trade of data. Indeed, without the algorithms they comprise, the
storage of such an immense amount of citizens’ personal data and the statistical analysis
necessary for the online political micro-targeting, strategy preparation would be rendered
highly complicated. All of the above has resulted in the endangerment of the French,
Italian and British populations’ right to vote. Regardless of the existing legal framework
on this right established by the ECHR and the ICCPR, France, Italy and the UK did little
to secure it from this new threat. Moreover, the considerable magnitude of the ICT
knowledge gap between political parties and citizens further exposed the electorate to
manipulation by politicians. Accordingly, via internet and social media platforms,
politicians can now control the type of information people will have access to and keep
them unaware of being targeted.

It is possible to conclude that online political micro-targeting is indeed an issue that
can negatively impact the right to vote, and thus the guarantee of free and fair elections. It
has already entered the world of modern politics, and legal systems must adapt to it, thus
reinterpreting legal provisions in light of developments in ICT. Nonetheless, it is incorrect
to blindly stigmatise it as a phenomenon that is purely destructive to democratic regimes.
Indeed, technologies are already able to drastically improve many aspects of life and
contribute to the well-being of States and peoples around the globe. The crucial question
which lies at heart of any innovation brought to the world is how society, and particularly
people with power, will employ it.

This thesis has shown that online political micro-targeting is not undemocratic per
se. Its deteriorating impact on the right to vote was caused not by the nature of the
algorithms behind it, but due to the ways politicians around the world used it and the
incapability of legal systems to hold them accountable in a timely manner. What is, in
contrast, crucial to keep in mind is that online political micro-targeting may bring benefits
to the community. Elections, just as any other process embodied in States’ systems, should
be open to change brought about by new technologies. It is irrational to rely on the option
of simply forbidding online political micro-targeting. In contrast, it can only be seen as an
attempt to delay the inevitable; electoral procedures being reshaped and adjusted to a new
technological era. The history of elections and of the right to vote has already encountered
similar developments, such as the establishment of the universal and equal suffrage
principle. Thus, it is arguable that online political micro-targeting is just another novelty
in this sector and is inherently connected to technologies that are becoming a part of the
everyday life of every individual.
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Resultantly, a newly designed legal framework on online political micro-targeting
is required, based upon the empowerment of citizens and strict regulation of political
parties' activities online. Diminishing the knowledge gap between citizens and political
parties, together with strict and far-reaching legal protection of the right to vote, will thus
result in online political micro-targeting being contained within reasonable limits.
Moreover, it will allow countries to efficiently take advantage of all the benefits which
these campaign practices can bring to electoral procedures. Indeed, consequences such as
an increase in voter turnout, the establishment of closer ties between politicians and
citizens and the effective adaptation of political agendas based on the needs of the
population, are capable of enhancing democracy and its values. Consequently, via
employing online political micro-targeting for noble purposes, it will be possible to convert
it from an evil to the right to vote into a panacea for political misinformation.
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